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AHHOTanMs pado4yeid NporpaMMbl IUCHUILINHBI.



Jucuumnnuna « MeTo bl OIIeHKH 0€30MaCHOCTH KOMIBIOTEPHBIX CUCTEM» BXOJMT B
BapHAaTHBHYIO YacTh 00pa30BaTeIbHON MPOrpaMMBbl OakajgaBpHuaTa Mo HarpaBJICHUIO
- Undopmanmonnas 6e30macHOCTb.

JlucuuminuHa Tpu3BaHa CIOCOOCTBOBaTh (POPMHUPOBAHUIO Y CTYACHTOB HAaBBIKOB
COBPEMEHHBIX HAyYHBIX UCCIIEIOBAHUI B 00JACTH MPOEKTUPOBAHUS U IKCILTyaTalluu
ncC.

B pe3ynbTaTe n3ydeHHs IUCUUILIMHBI CTYAEHT JI0JKEH 3HATh:

- CYTh CHCTEMHOI0 IOAX0/a K MOCTPOEHUIO BBICOKOHAAEKHBIX 1C;

- YIIyOUTh 3HAHUS B 00JIaCTU TEOPUU HAJIEKHOCTH;

- U3YYUTh MHXEHEPHBIE METO/IbI PEILICHUS 3a/1a4 OLICHKU HAJEKHOCTH,
TOYHOCTH, KauecTBa (pyHkuronupoBanus UC.

JucuuninHa HareleHa Ha ()OpMUPOBAHKE CIAEAYIOIIUX KOMIIETEHIUHA BBITYCKHUKA!
obmenpodeccuonansubix- OIIK-7, npodeccnonansubix - [1K-5, TIK-6, T1K-7, T1K-8,
[IK-13, IIK-15. IIpenomaBaHue OUCHMIUIMHBI TPEIYCMATPUBACT MPOBEIACHUE
CIENYIOUMX BHUIOB YYEOHBIX 3aHSATHI: JIEKUMW, TPAKTHYECKUE 3aHITHS,
caMoCTOsITeNIbHasI padoTa.

OO0beM IUCUUIUIMHBI 2 3a4€THBIX €UHUL, B TOM YUCJIE B AKaJEMUYECKUX Yacax 1o

BHJIaM y4EOHBIX 3aHITHH.

Ceme YueOHbIC 3aHATHS dopma
CTp B TOM YHCJIC MIPOMEKYTOUH
KonTakTHas paboTa 00ydJaronuxcs ¢ CPC, | oif arTecTauuu
MIpenojiaBaTeaeM B (3auer,
Bce 13 HUX ToM | auddepeHIHp
ro | Jlek | Jla6opar | Ilpaktu | KCP | xoHcym | yuca OBAHHBIN
1007071 OpHBIC yecKue bTallUH e 3a4eT, IK3aMEH
3aHATUA 3aHATH 5K3a
s MEH
8 41 14 18 1 8 3a4eT
1. IHesan ocBOeHUsI AMCUUILIMHBI.

Henpto aucuumauHbl  «MeToapl OIEHKH O€30MacHOCTH KOMIBIOTEPHBIX
CUCTeM» SIBISIETCSI (JOPMHUPOBAHUE Yy CTYJEHTOB 3HAHHWM MO OLIEHKH 0€30MacHOCTH
KOMITBIOTEPHBIX CHCTEM.
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Kpome Toro, 1enpi0 TUCIUIUIMHBI SIBJISIETCS PAa3BUTHE B IMpPOLECCE OO0yUYEeHHS
CUCTEMHOTO MBILICHHS, HEOOXOJUMOTO ISl pelIeHus 3a/1ay MPOTPaMMHOM 3alUThI
uH(OpMAIUU C YYETOM TPEOOBaHUI CUCTEMHOTO MOAX0/a.

Juctunnnna «MeToasl OlleHKH 0€3011aCHOCTH KOMITBIOTEPHBIX CUCTEM) UMEET
LENbI0 O0YUYUTh CTYJEHTOB MPUHIMIAM HOCTpOeHus 3amuThl nHGopmanuu B OC u
aHaJau3a HaJIe)KHOCTH, 3a1IUThl KOMITBIOTEPHBIX CUCTEMAX.

3ajavyaMy JUCLUIUIMHBI SBIISFOTCS:

3ajmauyn JUCHUIUIMHBL - JaTh OCHOBBI IPHHIIMIIOB MOCTPOECHHS MOJCHUCTEM
3aIUTHl B KOMIBIOTEPHBIX CUCTEMAX PAa3jIMYHON apXUTEKTYphl; CPEACTB U METO/IOB
HECAaHKIIMOHUPOBAHHOT'O JIOCTYIA K pecypcaM KOMIIBIOTEPHBIX CUCTEM; CHCTEMHOIO
noaxoga K mpobieMe 3amuThl  MHQOpMAMM B KOMIBIOTEPHBIX CHCTEMax
MEXaHU3MOB 3aIlUThl HH(OPMAIIMU U BO3MOKHOCTEN IO UX MPEOOJICHUIO.

2. Mecto nucunmiunbl B ctpykrype OIIOII 6akanaBpuara.

Hucunminaa npuHamiexkut BapuatuBHoM uact OIIOII mo HampaBieHUo
noAroroBku  “MudopmarmonHas 0e30mMacHOCTh”. IS YCHEIIHOTO  OCBOCHHUS
JTUCIUTUIMHBL HEOOXOJIUMBI BXOJHBIC 3HAHMS B OOJACTU (PU3MKH, MOCTPOCHUS U
(GYHKIMOHUPOBAHUST KOMITBIOTEPHBIX CUCTEM, PACIPOCTPAHEHUSI CUTHAJIOB, TEOPUU
BEPOSITHOCTEM M MAaTeMaTHYECKOW CTAaTUCTUKH, Teopuu LUPpOBOH 00pabOTKH
CUTHAJIOB, TH)OPMATUKH.

B pesynbrare u3ydeHus IUCUMUIUIMHBI CTYJEHT JOJIKEH:

3HaTh: 0a30BbIC MOHITHUS COBPEMEHHBIX METOJIOB OIIEHKH 0€30MaCHOCTH
KOMITBIOTEPHBIX CHUCTEM; MpoOiemMbl olecreueHus Oe3omacHOCTH WHGOpMaIH,
peliaeMble ¢ MPUMEHEHHEM COBPEMEHHBIX METO/IOB U CPEJICTB 3alllUThl UHPOPMAIUU
(31) B KOMIBIOTEPHBIX CHCTEMax; MPUHUUIBI W CIHOCOOBI HCIOJb30BAHUS
CYIIECTBYIOIUX CpeacTB 3/ B KOMMBIOTEPHBIX CHUCTEMAX; MPUHIUIIBI PUMEHEHUS
COBPEMEHHBIX METOJIOB OIICHKH O€30MaCHOCTH KOMIBIOTEPHBIX CUCTEM;

YMETh: BBIABIATH YTPO3bl U ONPEACNISATh UX aKTyaJbHOCTh JJISI COBPEMEHHBIX
KOMITBIOTEPHBIX CHUCTEM; OIKUCHIBATH(MOACIUPOBATE) OOBEKTHI 3aIIUTHI M yTPO3BI
0€30MacHOCTH KOMIIBIOTEPHBIX CUCTEM; IPUMEHATH Hanbosee Y PEeKTUBHBIC METOIbI
oOecrieueHus: 0€30MaCHOCTH KOMIBIOTEPHBIX CHUCTEM; MPUMEHSATH COBPEMEHHBIC
METO/Ibl OIICHKH 0€30MaCHOCTH KOMIBIOTEPHBIX CUCTEM;

BIAJCTh: MPAKTUYCCKUMU HaBBIKAMU IPUMEHEHHS METOJIOB 00ecTieueH s
0€30MacHOCTH KOMITBIOTEPHBIX CHCTEM; HaBBIKAMHU TPUMEHEHUS COBPEMEHHBIX
METOJIOB OIIEHKH 0€30MaCHOCTH KOMIBIOTEPHBIX CUCTEM.

3. Komnerenuun ody4arouiero, popMmupyemsie B pe3yJibTaTe 0CBOCHUSA
AUCHUIIHHBI.

[Ipouiecc wm3ydeHUs JUCUMILIMHBI HampaBieH Ha (OPMHUPOBAHUE JIIEMEHTOB
cieayromux komnereHiuil B coorBerctBur ¢ ®I'OC BO 1o gaHHOMY HanpaBJEHUIO:




Kox HayMeHOBaHME  KOMIIETCHIHMH  m3|l1€PEYEHD IIAHUPYEMBIX PE3yJIbTaTOB 00y4eHHs

kommerenr [@I'OC BO

uil u3

dI'0C BO

IIK-5 CIIOCOOHOCTBIO MPUHUMATh Y4acTHE B
OpraHM3aLMH H COMPOBOKICHHHU 3HaTh: METOIBI (POpMATH3AIIAN IIPOIIECCOB
ATTECTAINN 0OBEKTa (YHKITHOHUPOBAHUS CHCTEM YMETh: BRIOPATh U3
MH(pOPMaTH3aLMK 10 TpeGoBanusay  |CCBOCHHOTO apceHana HEOOXOIMMBIN MaTeMaTHICCKUIt
6e30MacHOCTH HHBOPMALHH arnmapat ¥ MPUMEHUTh COOTBETCTBYIOIIYIO METOIMKY €TI0

WCTIOJIL30BaHMSI IPH PEIICHUH 3a/1a4 MOACITUPOBAHUS
TEXHUUYECKUX CUCTEM BlazieTh: KylIbTypOil MBIILICHHS,
CHOCOOHOCTBIO K 0000IIEHHIO, aHATIN3Y, BOCIIPHUITHIO
nH(pOpPMAIUH, TOCTAHOBKE IIEJTU M BEIOOPY My Te ee
JIOCTHXKCHHS.

IK-7 CIOCOOHOCTHIO MPOBOANTH AaHAIM3  |3HATh: IOHITHA U OIIPEIEIICHNUS, UCIIOIb3yEeMbIE B
WCXOIHBIX JAHHBIX IS paMKax HarmpaBlieHHs, OOIIe 3aKOHbI U TIPaBHiIa
MIPOEKTHPOBAHUS TIOACHCTEM H M3MEepeHHid, 00eCTIeYeHHOCTh UX eINHCTBA, TpeOyeMoit
CpeICTB o0ecTieueHMs TOYHOCTH U JIOCTOBEPHOCTH, OCHOBHI | 0Cy1apcTBeHHON
WH(GOPMAITMOHHONW O€30MTaCHOCTH M |CHCTEMBI CTaHJAPTHU3AIINH, OCHOBHBIE METPOIIOTHYECKHE

I1K-8 3HaTh: OCHOBHBIE OJXO/bI K OMKUCAHUIO MOJENIEH
CIIOCOOHOCTHIO OPOPMIIATH PA00UyYIO |CTOKHBIX CHCTEM U COOTBETCTBYIOIIHME (pOpMaNbHbIE
TEXHUYECKYIO JJOKYMEHTALIUIO C MoeH (KJIeTOYHBIE aBTOMATEHI, Tpadbl COOBITHIA,
y4ETOM JEHCTBYIOLIMX HOPMATHBHBIX [arpErMpoBaHHble cucteMsl, DEVS gopmannsm u T.1.);
U METOJIMYECKHUX JOKYMCHTOB ‘YMeTh:000CHOBBIBATh BEIOOP CIIOCc00a MPEICTaBICHUS

I1K-6 CIOCOOHOCTH MMPUHUMATH y4acTHe B |3HATh: METO/bI OPTaHU3AINN YIIPABICHUS,
OpTaHM3AINU U TIPOBEICHUN TUTAHUPOBAHUS, TACTIETISPU3AINA U CHHXPOHHU3AIIH
KOHTPOJIEHBIX TIPOBEPOK MPOIIECCOB YMETh: UCIIOIB30BaTh IMOYIEHHBIC 3HAHUS
paboTOCIIOCOOHOCTH 1 mpu padote ¢ BC, ucnonp3yromumu coppemennsie OC;
3¢ HEKTUBHOCTH MTPUMEHSIEMBIX BnaneTs: MeTogaMu BOCCTaHOBIICHUS

IK-13

CIOCOOHOCTHIO O(hOPMIIATH Pabodyro
TEXHHYECKYIO JJOKYMEHTALHIO C
Y4EeTOM JICHCTBYIOINX HOPMAaTUBHBIX
Y METOJIMYECKHUX JJOKYMEHTOB

3HaTh: MOHATHSA U ONIPENIEIIEHNUS, UCIIOJIb3yEMBIE B
paMKax HarpasJeHUs, GU3NUYECKUE OCHOBBI M IPUHIHIIBI
palboThI BEIYUCIUTEIBHBIX, YCTPOICTB, OCHOBHBIE
XapaKTEPUCTHUKH MTPOLIECCOPOB U YCTPOMCTB MaMsTH,
MPUHIMIE 00MEHa JAHHBIMHU B BEIYUCITUTEIHHBIX
MallliHax, Ha3HaueHne UHTEP(HENHCOB, CTPYKTYPY
MEPCOHAILHOTO KOMITBIOTEPA, TPUHIUIIBI TIOCTPOSHHUS
BBIUMCIIUTEIBHBIX CUCTEM, IPUHITUIIBI IOCTPOEHUS
BBIUMCITUTEIBHBIX CETEH, TEHIEHIINH NCIIOIB30BaHM
BBIYMCIIUTEIHHON TEXHUKH B YIPABICHUH

YMeTh: IPUMEHATh BEIUNCIUTENBHYIO TEXHUKY MTPU
pELIEHNH 33/1a4 YIIPABICHUS;




[IK-15

CITOCOOHOCTHIO OPTaHU30BLIBATH
TEXHOJOTUYECKHUNA MPOLECC 3aIIUTHI
HH()OPMAITUH OTPAaHHIECHHOTO
JIOCTYIIa B COOTBETCTBHH C
HOPMaTHBHBIMHU IIPABOBBIMHU aKTaMU
Y HOPMaTHUBHBIMH METOAUYECKUMHU
nokymMeHTamu DenepanbHON CITyKObI
6e3onacHoctr Poccuiickoit
Oenepanyu, DenepanbHON CITyKOBI
M0 TEXHUYECKOMY U SKCTIOPTHOMY
KOHTPOJIIO

3HaTh: CPEeNICTBA M METObI IPEAOTBPAIICHHS 1
OOHapyKeHHS BTOP)KCHHH; TEXHMYECKNE KaHAJIBI YTEUKH
UH()OpMALINH; BOBMOXHOCTH TEXHUIECKUX CPEACTB
repexBaTa HHQOpPMAaIIH; CIIOCOOBI M CPEICTBA 3AIIUTHI
MH(pOpMALINH OT YTEUKH IO TEXHHYECKUM KaHaJIaM H
KOHTPOJISI 3P PEKTUBHOCTH 3aLIUTHI HHPOPMALIH
YMeTh: I0b30BaThCs HOPMATHBHBIMU JTOKYMEHTAMU;
OILIEHUBATh Ka4eCTBO TOTOBOT'O IIPOTPAMMHOTO
obOecrieueHus;

BrnaneTs: MeTogaMu U CpeACTBAMH TEXHUUECKON
3alIUTHl KHPOPMAIMH; METOJIAMH pacyeTa u
MHCTPYMEHTAJIBHOTO KOHTPOJIS OKa3aTeneit

TEXHUYECKOW 3aITUThl HH(POpPMAIINH.

4.

O0beM, CTPYKTYpa U coiep:KaHue TUCIUTIIAHBI.

O0BeM JAUCHUITIINHBI COCTAaBJIICT 2 3a4YeTHHIC CAHMHUIIBI, 72 AKaJCMHNYCCKHUX Yaca.

O0beM IUCUMIUIMHBI B

CtpykTypa JUCIUTUINHBI.
3a4ETHBIX

CAWHNIAaXx € YKA3aHUCM  KOJIMYCCTBA

aKaJIeMUYECKUX 4YacoB, BBIJCJICHHBIX HAa KOHTAaKTHYIO pPaboTy OOy4arommxcsi C

npenojaBaresieM (MO BUJAM 3aHITHH) W HAa CaMOCTOSITENIbHYIO  paboTy
00yYarommxcs.
Ne Hassanus paszienos Buibl yueOHOI DOPMBI TEKYIIETO KOHTPOJISI
n/m o w paboTHI, BKITIOYAS yCIIeBaeMOCTH (TI0 HEIETISIM
3 c:)( CaMOCTOSITETTEHYIO g cemectpa) @opma
éﬁ paboTy CTyIeHTOB % TPOMEXKYTOYHOM
U TPYJOCMKOCTb 5 arrecrauun
(B yacax) Z
=
0} Q 3 8
S 3 3
= |8 = 2 2 é g
= |9 E|& = |8 8|8
g |E e g g oo
Z |E Ble = =
[5) H TDla T o|d™ S <
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2 g X3
=R 3
1 2
Mopyas 1.
1 | O6mme BOIPOCHI OLIEHKU 8 4 4 2 YcTHBlit onpoc
0€e301aCHOCTH
KOMHBIOTepHBIX CUCTEM
2 MeToIb! 1 CpejicTBa 4 6 3 YcTHEI onpoc
OILICHKH 0€30IMacHOCTH
KOMITBIOTEPHBIX CHCTEM
Htoro 3a MOTyJb: 8 | 10 5
Mogayas II.
3 | OpraHu3auys OLEHKH 6 8 4 VYCTHBIN 01poc
0€e3011aCHOCTH
KOMHBIOTepHBIX CUCTEM
Hroro 3a Moaynb: 6 8 4
Bcero yacos 14 | 18 9 3a4yer




Coaep:xxaHue TUCHUILIMHBI, CTPYKTYPHMPOBAHHOE 110 TeMaM (pa3aejiam).

Tema 1. HpeI[MeTHaﬂ 001acTh OLCHKH 0e3011acHOCTH KOMIIBIOTCPHBIX CUCTCM.
I/ICTOpI/I‘{CCKHe CBCACHUS U 3TAIllbl PA3BUTHUA OLICHKU 0e301acHOCTH KOMITIBIOTCPHBIX
cucteM. MaremMaTH4eCKHEe OCHOBBI OLICHKH 0e301macHOCTH KOMIIBIOTCPHBIX CUCTCM.

Tema 2. AHanu3 puUCKOB B 00JIacTH 3aliuThl MH(popMauuu. MexayHapoaHast
IpaKkTUKa 3amuTel  HHpopMauuu. HamuoHanmbHbIE  OCOOEHHOCTH  3alUTHI
unpopmarmu. IlocraHoBka 3amaum aHanmM3a pPHUCKOB. MeTOABI, HCHOJIB3YIOIINE
OLICHKY PHCKOB Ha KaU€CTBEHHOM ypOBHE. MeTO/bl, UCIOJIBb3YIOIIHNE OLIEHKY PUCKOB
Ha KOJIMYECTBEHHOM ypOBHE. METObl, HCIOIb3YIOINE CMEIIAHHYIO OLIEHKY PHUCKOB.
VYrpaBieHue puckaMu U MEXIYyHApOJAHbIE CTAHAAPThL. T€XHOIOIMU aHajInu3a PUCKOB.
NHCcTpyMEHTANIbHBIE CPECTBA aHajdu3a PUCKOB. AyIUT 0O€30MaCHOCTH M aHaju3
PUCKOB. AHanu3 3alIUIICHHOCTH KOMIIBIOTEPHOM CHCTEMBI. YYET BO3MOYKHOCTEHN
OOHapy>KEHUsI aTaK W yIPaBICHUS PUCKAMU B KOMIIbIOTEPHBIX CHUCTEMaX JJIsl OLICHKU
0€3011aCHOCTH KOMIIBIOTEPHBIX CUCTEM.

Tema 3. Opra#umzanus ciyObl  MHPOPMAIMOHHON  OE30MaCHOCTH.
dopmupoBaHUE HKCHEPTHBIX CUCTEM OLICHKM 0€30IaCHOCTH KOMIBIOTEPHBIX CHUCTEM.
JKu3HEHHBII UK KOMIBIOTEPHBIX CHUCTEM. Mojenb yrpo3 M HPUHLUIIBI
oOecrieyeHus: O€30MAaCHOCTH KOMIIBIOTEpHBIX cucTeM. [lonmuTHka O€30macHOCTH.
O1neHKa PUCKOB M YIIEpOOB 0€30MaCHOCTU KOMIIBIOTEPHBIX CUCTEM.

IIpuMepHBIH IepeYeHb BONPOCOB K 3a4eTy.

1. 3akoHopaTenbHas U HOPMAaTUBHO-TIPaBOBasi 0a3a B 00JIACTH OLICHKU

0€30MacHOCTH KOMITHIOTEPHBIX CUCTEM

OCHOBHBIE METO/IbI OIIEHKH 0€301TaCHOCTH KOMIBIOTEPHBIX CHUCTEM

OcCHOBHBIE CpPEJICTBA OIICHKH 0€30MaCHOCTH KOMITBIOTEPHBIX CUCTEM

CoBpeMeHHbIE TOAXOAbI K YIPABICHUIO PUCKAMH B KOMITBIOTEPHBIX CUCTEMAX

Puck-moznens KOMIBIOTEPHOU CUCTEMBI

AJITOPUTM BBIYUCIIEHUSI KOMIUIEKCHOTO pUCKa

ANTOPUTM yTipaBiieHHs HHPOPMAITMOHHBIMH PUCKAMHU

Kputepun onieHkr 6€30macHOCTH HHOOPMAIIMOHHBIX TEXHOJIOTHI

[Tonutuka 6e30macHOCTU

0. Opranu3anoHHbIC MEPHI TT0 00ECTICUCHUIO 0€30MaCHOCTH B KOMITBIOTEPHBIX

CUCTEeMax

11. AyauT 6€30macHOCTH, OIIEHKA JCHCTBYIOIIETO YPOBHS 3aIIUIIIEHHOCTH B
KOMITBIOTEPHBIX CUCTEMAaX

12. CpenctBa 3aluThl B KOMIIBIOTEPHBIX CUCTEMAX

13. TexHOMOTHUS OIIEHKH PHCKOB B KOMITBIOTEPHBIX CHCTEMAaX

14. Ornenka MOTEHITMAIBHOTO yIiepOa MPH OCYIIECTBICHUH YTPO3 B KOMIIBIOTEPHBIX
cucTeMax

15. TeopeTuKO-BEpOSTHOCTHBINA METOJ] OLICHKH PUCKOB B KOMIIBIOTEPHBIX CUCTEMAX

16. DKcepTHBIN METOJT OTICHKH PUCKOB B KOMITBIOTEPHBIX CHCTEMAaX

BHOo~NOOTEWN



17. CraTucTiyecKuii METOJ, OLIEHKH PUCKOB B KOMIIBIOTEPHBIX CHCTEMAX

18. BeposITHOCTHO-CTAaTUCTUUECKUI METO]T OLICHKU PUCKOB B KOMITBIOTEPHBIX
cucTemMax

19. B3aumocBsi3b yrpo3, ysI3BUMOCTEH U PUCKOB

20. OueHKM 3alIUIIIEHHOCTH HA OCHOBE MOJIEIM KOMILIEKCa MEXaHU3MOB 3aIUTHI

21. CemaHTHYECKHUE TIOKA3ATENH 3alIUIIIECHHOCTH KOMITBIOTEPHBIX CUCTEM

22. HeueTkue OIIEHKU 3alIUIIEHHOCTH KOMITBIOTEPHBIX CUCTEM

23. KomrieKCHBIE OIEHKHU 3aIUIIIEHHOCTH KOMITBIOTEPHBIX CHCTEM

24. TunoBast apXUTEKTypa CUCTEMBI BBISBIICHUS aTaK

25. MeTopl TECTUPOBAHUSI CHCTEMBI 3aIIUTHI

26. Cuctema oOHapyKeHUS BTOP>KEHUI

27. IlaponbHas 3amuTa

28. )Ku3HEHHBIN UKJI KOMITBIOTEPHBIX CHCTEM

29. 3amura nHPOpPMAIIUU OT HECAHKITMOHUPOBAHHOTO JIOCTYIIA

30. 3amuTa OT KOMUPOBAHMS

31. 3amuTa OT BUPYCOB

32. PykoBoCTBO 10 pa3paboTke nmpoduieit 3auThl U 3aJIaHU 10
UH(POPMAIIMOHHON 0€3011aCHOCTH KOMIIBIOTEPHBIX CUCTEM

33. buoMeTrpuyeckas 3amnuTa KOMIbIOTEPHBIX CUCTEM

34. Ilopsaok opraHu3aluy OLEHKH 0€30IaCHOCTH KOMITbIOTEPHBIX CUCTEM

35. Texuuueckue Mepsl odecredeHnst 0€30MaCHOCTH KOMITBIOTEPHBIX CUCTEM.

5. Oo0pa3oBaTe/ibHbIE TEXHOJIOTUM.

B yueOGHOM mporiecce MOMUMO TPAAUIMOHHBIX (OPM MNPOBEACHUS 3aHSATUN
WCIIOJB3YIOTCS JICKIUH - BU3YyaJIU3allUU, JIEKIUH - Auanoru. JlabopaTopHble 3aHATUS
MPOBOASATCS B KOMITBIOTEPHOM KJIACCE C UCIOJIb30BaHUEM VHTEpHET.

Jlek1MoHHbBIE 3aHATHS
. TpaauuMOHHBIE TEXHOJIOTUHU
«  Hnmoctpanus paboThl aITOPUTMOB € UCIIOJIB30BAHUEM BUIEO M DJIECMEHTOB

AHUMAIIMH B MMPE3CHTALUSX.
+ JleMoHcTpanus 3JIeMEHTOB COBPEMEHHBIX METO0B Pa3padOTKH IMTPOTPAMM C
HCIIOJIb30BAaHUEM BUICOMPOECKTOPA.

[IpakTrueckue 3aHATUA

. TpaauimoHHbIe TEXHOJOTHUH
. KoMmbroTepHoe TecTupoBaHue MPOTrpaMM, pa3padbaThiBa€MbIX CTYJCHTaAMHU.
6. YueOHO-MeTOoAM4YeCKOe o0ecriedyeHre CaMOCTOATEILHOM PadoThI

CTYJAE€HTOB 00y4aIOIIUXCH 0 AUCIIHILINHE.
Dopma KOHMPOJIA U KpUmeputi OYyeHoK

B cooTBeTcTBUU C Y4eOHBIM IJIAHOM MPETyCMOTPEH 3a4€T B YETBEPTOM CEMECTPE.
@opMBI KOHTPOJIA: TEKYIIMM KOHTPOJIb, IPOMEKYTOUYHBIM KOHTPOJb IO MOZYJIIO,
WUTOTOBBIM KOHTPOJIb 0 IUCHMIUIMHE IPEANOJIATAOT CHEAYIOUIEE PacupeaciieHUue
0aJIoB.
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Tekymui KOHTPOJIb
. [TocemaemocTs 3aHsATHIL: 5 0aJUIOB

. Brimonnenue 1 qomarnueid padotsl: 10 6auion

[IpomexxyTOUHBIN KOHTPOJIb
o 3aBepiieHUU MOyl MPOBOAUTH MUCHMEHHBIH orpoc: 60 6anioB

TeMbl UIsI CAMOCTOSITEILHOIO H3YUYEHMSI.

Coz:ep;xaHHe AUCHUIIIINHBI, CAMOCTOATCIIHHO cI)O]:’)MI)I KOHTPOJIA

No M3y4aeMOW CTyJEHTaMHU (koHTp. padoTa, 1ab.
3aHSATHS U T.]1.)
1 |OcHOBHBIC MOHATHSA U TTOJIOKEHUS 3AIIUTHI onpoc

nH(pOopMaIuu B HHOOPMAIMOHHO-
BBIYHCIIUTEIBHBIX CUCTEMAaX

2 er031>1 0e301acHOCTH KOMIIBIOTCPHBIX CHUCTCM OIIpoC

AHaIM3 3alUILEHHOCTH COBPEMEHHBIX orpoc
OIepalOHHBIX cUcTeM. BeTpoeHHble cpencTBa
zamuTsl Windows, Unix

4 |Ananu3 mapaMeTpoB 6€30MaCHOCTH U orpoc
KOH(HUTypUpOBaHUE OE30MaCHOCTH CUCTEM IO
ynpasienneM Windows, Unix

5 [Hnentudukanus u ayreHTuQuKanms onpoc
MOJIb30BaTENIeH B KOMITBIOTEPHBIX CHCTEMax

Pexomenayemasi iureparypa.
a) OCHOBHasl JTUTEpaTypa:

1. Cnunpia B.I'. UndopmanironHas 6€30macHOCTh BRIYMCIUTEIIBHOW TEXHUKA
[DnexkTpoHHbI pecypce]: yuedHoe nocooue/ CrimtbiH B.I'.— DaexTpoH.
TEKCTOBBIE JaHHbIe.— ToMCK: TOMCKHI TOCYIapCTBEHHBIN YHUBEPCUTET CUCTEM
YOPaBJIEHUS U paIu03IEKTPOHUKH, Db Kontent, 201 1.— 148 ¢c.— Pexum
noctyna: http://www.iprbookshop.ru/13936.html.— 3bC «IPRbooks»

2. TexHonmoruu 3amuThl ”HGOPMAIMHA B KOMITBIOTEPHBIX CETAX [DIEKTPOHHBIN
pecypc]/ H.A. PyaeHkoB [# ap.].— DJIEKTPOH. TEKCTOBbIE JaHHbIE.— M.:
Wurtepner-Yuusepcurer Mupopmannonnsix Texnonoruii (MHTYUT), 2016.—
368 ¢.— Pexum poctyma:http://www.iprbookshop.ru/73732.html.— 3BC
«IPRbooks»

3. T'moruna .M. CpencrBa 6e30macHOCTH onepanuonHon cuctembl Windows
Server 2008 [DnexTpoHHBIN pecypc]: yueOHO-MeToauueckoe nocoodue/ I'motuna
N.M.— DnektpoH. TekcToBbie qanHbIe.— CapaTtoB: By3oBckoe oOpa3oBaHue,
2018.— 141 c.— Pexum mocryma:http://www.iprbookshop.ru/72538.html.—
9BC «IPRbooks»
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0) IOMOJHUTENbHAS JIUTEpaTypa

1. OcHoBbl HH(POPMAITMOHHOM 0€301TaCHOCTH [DNEKTPOHHBIN pecypc]: YUeOHUK st
CTYJIEHTOB BYy30B, 00y4aroIIMXcsl MO HaIpaBjieHuIo noArotToBku «lIpaBosoe
oOecrieueHue HalMoHaIbHOU Oe3onacHocTHy/ B.YO. Porosus [u ap.].—
DneKkTpoH. TekcToBble AanHble.— M.: JOHUTU-IAHA, 2017.— 287 c.—
Pexxum moctyna: http://www.iprbookshop.ru/72444.html.— 3BC «IPRbooks»

2. Huxudopos C.H. 3ammra nndopmanuu. 3anmra OT BHEIIHUX BTOPKEHUH
[DnexTponHsIi pecypce]: yaedHoe nocooue/ Hukudopor C.H.— DnexTpoH.
TekcToBble gaHHble.— CII6.: Cankr-IleTepOyprekuii rocyaapcTBEHHBIN
apXuTeKTypHO-cTpouTenbHbli yHuBepcutet, DbC ACB,2017.— 84 c.— Pexum
nocryma: http://www.iprbookshop.ru/74381.html.— 9BC «IPRbooksy»

1. @DoH/1 OLIEHOYHBIX CPEJICTB /ISl MPOBeeHNsI TEKYILIero
KOHTPOJISI yCIIEBA€MOCTH, MPOMEKYTOYHON ATTECTAIMHA IO UTOraM OCBOEHHS
AUCIUILINHDI.

Ilepeyens KOMIETEHIMHU € YKA3aHMEM ITANIOB UX (JopMHUPOBaHUSA B mpoLecce
0CBOeHHS 00pa30BaTeIbHOI MPOrPaMMBl.

B pe3ynbTaTe 0CBOCHHUS TUCUUIIIMHBI « MeToAbl OIIEHKN O€301aCHOCTH
koMmmbroTepHbIX cuctem» OIIOII no nanpasnenuto 10.03.01 Mupopmanrionnas
0€30MacHOCTh 00YYarOIIMNCS JOJKEH OBJIAIETh CIECAYIOINMU PE3yIbTaTaMU
00y4eHHUs 0 JUCHUILIMHE:

Koa u komnerennus uz ®I'OC BO [Tnanupyemsbie pe3ynbTaThl 00ydeHus Iporenypa
OCBOCHHS
[1K-5 crtocoOHOCTHIO IPUHUMATD y4acTHe B |3HATh: METOBI UCIIOIB30BaHUS OCHOBHBIX 3aKOHOB | Y CTHBIH
OpraHMU3alfH U COMIPOBOXKICHUN aTTECTAIlUN |[€CTECTBEHHOHAYYHBIX JUCIUTUINH B orpoc,
00BbekTa MH(POPMATHU3ALIKK 110 TPEOOBaHUAM  [TPO(ECCHOHATIBHOMN NEATENBHOCTH, CIIOCOOBI KonTtp.
0e30MmacHOCTH HH(pOPMALIHH [IPUMEHEHHUSI METOJ0B MAaTEeMAaTUYECKOI0 aHaJM3a U | paboTa

MOJICTTHPOBAHUS, TEOPETUIECKOTO U
OKCIICPUMCECHTAJIILHOTO UCCIICJOBAHU A

'YMeTh: padoTaTh B KOJUIEKTHBE B KOOTIEPAIIHH C
KOJLIETaMH;

BiiageTs: Ky/nbTypoii MBIIUICHHS, CHOCOOHOCTBIO K
0000IIIEHITO, aHATIN3Y, BOCTIPUATHIO HHPOPMAITIH,
[MOCTAHOBKE 1IEIM U BBIOOPY MYyTEH ee TOCTHKEHUS

T1K-7 crtocoOHOCTHIO TPOBOAUTE aHATHA3 3HATH: ITATBl UMUTAITMOHHOTO MOACITUPOBAHUS U Y cTHBIN
MCXOJTHBIX JAHHBIX JIS TPOSKTHUPOBAHUS WX 3a7]a4¥; METOJBI TeHEPAIIUN TICEBIOCTYIAMHBIX oTIpoc,
MOJICUCTEM U CPECTB 00eCIIeUeHHUS 00BEKTOB (BEIMYUH, MTPOIECCOB, CTPYKTYP); Konrtp.
WHQOPMAITMOHHOHN 0E30MTaCHOCTH U YMeThb: IPOBOJUTE CUCTEMHBINA aHAIU3 pabora
YIaCTBOBATH M MPOBEACHUH TEXHUKO- MOJICTUPYEMOU CHCTEMEI;
SKOHOMMYECKOI'0 000CHOBAHUS Baaners: HaBbIKaMH PabOTHI C OTEUECTBEHHBIM H
COOTBETCTBYIOIIUX MPOEKTHBIX PEIICHUI 3apyOeKHBIM HH(POPMAIIMOHHO-CIIPABOYHBIM

MaTepPUAIIOM
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[1K-8 cnocobHOCTBIO 0hopMIIATE pabouyio  [3HATH: OCHOBHBIE TIOJXO/IBI K OMMCAHUIO MOAEIeH YcrHblit
TEXHUYECKYIO JJOKYMEHTALUIO C yUeTOM CJIOJKHBIX CUCTEM M COOTBETCTBYIOIIHE o11poc,
NEHCTBYIOLINX HOPMATUBHBIX U (hopmanbHBIe MOJENHN (KJICTOUHBIE aBTOMATHI, KownTp.
METOJUYECKHUX TOKYMEHTOB rpadsl cCOOBITHH, arperupoBanHbie cuctembl, DEVS | pabora

hopMai3M H T.11.); YMeTh: 000CHOBBIBATEH BHIOOD

crioco0a MpeCTaBICHUS] MOJIENIH U TPOTPaMMHBIX

CPEACTB €€ peanu3aluu;
ITK-6 crtocoOHOCTh TPUHUMATD YYACTHE B 3HATh: METOABI IIAHNPOBAHUS HMUTAITHOHHBIX YcrHbil
OpraHu3alMy U IPOBEICHUH KOHTPOJIBHBIX  [PKCIEPUMEHTOB M aHAJIN3a UX PE3YJIbTATOB; o11poc,
MPOBEPOK pabOTOCIIOCOOHOCTH U CrOCOOBI CO3[aHus M UCTIONB30BaHUs MporpaMMHbIX|  KoHTp.
P EKTUBHOCTH TPUMEHSIEMBIX CPEJICTB UMHUTALINY; pabora
[IPOrPaMMHBIX, IPOTPAMMHO-AIIAPATHEIX U |YMeTh: UCIIOIb30BaTh NIPUOOPETEHHBIC 3HAHUS IIPU
TEXHUYECKUX CPEICTB 3aIUTHl HHPOPMALUK |[caMOCTOSATEIFHOM MPOBEACHUN HMUTALUOHHOTO

MOJIETTHPOBAHUS CIOXKHBIX CUCTEM;

Baajners: npoBOIUTh HMUTALIMOHHBIN S9KCIIEPUMEHT

1 aHAJIM3UPOBATH €TI0 PE3yIbTATHL
[1K-13 ciocoOHOCTEIO 0OpMIIATE Pabouyr0 [3HATH: OCHOBHBIE MTOAXO/IBI K OITUCAHUIO MOJIETICH VYcrHblit
TEXHUYECKYIO IOKYMEHTAIUIO C YYEeTOM CJIOKHBIX CUCTEM U COOTBETCTBYIOIINE orpoc,
JIEHCTBYIOIUX HOPMATUBHBIX U (hopmanbHBIE MOJIENHN (KJICTOUHBIE aBTOMATBHI, KownTp.
METOAMYECKUX JOKYMEHTOB rpadbl coObITHIA, arperupoBanHbie cuctembl, DEVS | pabota

(hopManu3M u T.1.);

'YMeTh: 000CHOBBIBATh BEIOOP CIIOCO0a

[IPEICTABICHUS MOJIEIH U IPOTPAMMHBIX CPEICTB €€
[1K-15 ciocoOHOCTBIO OpraHU30BEIBAThH 3HATh: 3Tanbl IMUTALIHOHHOTO MOJIEIUPOBAHUA U VYcTHbli
TEXHOJIOTUYECKUI IMpouecC 3arThbl MX 3ala4yi; METOAbI I'CHEpalluu HCGBZ[OCHy‘-I&IZHLIX OIIpoc,
MHQOPMaIUK OTPaHUYEHHOTO JOCTYIA B 00BEKTOB (BENWYHH, IPOLECCOB, CTPYKTYP); KownTp.
COOTBETCTBHM C HOPMATHBHBIMH IIPABOBBIMU |YMeTh: IPOBOAUTH CUCTEMHBIHN aHAIIN3 pabora

AKTaMU 1 HOPMaTUBHBIMU METOAMYECKUMHU
nokymMeHTamu DenepanibHON CITyKObI
Oe3omacHoctu Poccuiickoit deaeparum,
DenepanbHON CITyKObI 110 TEXHUYECKOMY U
PKCIIOPTHOMY KOHTPOJIIO

MOJETHUPYEMON CUCTEMBI

Baaners: HaBbIKAMU pabOTHI C OTEYECTBEHHBIM H
3apy0eHBIM HH(POPMALMOHHO-CIIPABOYHBIM
MaTEpPUAIOM.

TunoBbie KOHTPOJIbHBIC 32JaHUA WM HHbIE MATEPUAJIBI
HNPUMEPBI KOHTPOJIBHO-USMEPUTEJIBHBIX MATEPUAJIOB

1.  Krto sBIISIeTCSI OCHOBHBIM OTBETCTBEHHBIM 32 ONPEECICHUE YPOBHS

kiaccudukanuy nHbopmarm?
A
B.  Beicuiee pykoBOACTBO
C. Bnanmenen

D. Ilonb3oBarenb

PykoBoautens cpenHero 3BeHa

2. Kakas xaTeropus siBisieTcsi HanOosiee pUCKOBAaHHOM /1711 KOMITAHUU C
TOYKH 3PEHUSI BEPOSITHOTO MOLIEHHUYECTBA U HApyILIEeHUs1 0€301acHOCTH?

A.  CorpyaHuku
B.  Xakepsl

C.  Arakymomme
D.

KonTtparents! (uiia, paboTaroIiue mno J0roBopy)

12




OO

>

o Tow >

O OmW »° UTOWD

~

OOw>

oo

Ecnu pa3nnyHbIM rpynnam nojb30BaTelied ¢ pa3jindyHbIM YPOBHEM JIOCTYIIA
TpeOyeTcs JOCTyN K OJHOU U TOM k€ NH(OpMaLINU, KAaKOE€ U3 YKa3aHHBIX
HIDKE JCHCTBUM clieayeT NpeAnpUHATh PyKOBOJICTBY?

CHU3UTH ypOBEHb 0€3011aCHOCTH ATON MH(POPMALIUU J1J1s1 00ECIIEUEHNUs €€
JOCTYIHOCTH U y100CTBA UCIIOJIb30BAHUS

TpeboBarh noanucaHus CIEMAIBLHOTO pa3peIIeHNs KKl pa3, Koraa
YeJI0BEKY TpeOyeTCsl JOCTYIl K ATOW MH(pOopMaluu

VY Ay4muTh KOHTPOJIb 32 0€30IaCHOCTHIO 3TOW MH(OpMALUU

CHM3UTH YpOBEHb KJIacCU(PUKAaIUU 3TOW HHPOpMaun

Yrto camoe Ti1aBHOE JOHKHO MPOIyMaTh PYKOBOJICTBO TIPH KJTACCH(DUKAITAH
JTAHHBIX ?

Tunel COTpyHUKOB, KOHTPAreHTOB U KJIMEHTOB, KOTOPhIE OYIyT UMETh IOCTYI
K JJaHHBIM

Heo6xoaumblil ypoBeHb JIOCTYITHOCTH, IIEJIOCTHOCTH M KOH(DHICHITMAIbHOCTH
OLeHUTh YPOBEHBb PHUCKA U OTMEHUTH KOHTPMEPHI

YnpaBieHue JOCTYIIOM, KOTOPOE JOJDKHO 3allUINATh TAHHbIC

KT0 B KOHEUHOM cUeTe HECET OTBETCTBEHHOCTD 3a FapaHTUU TOTO, YTO
JaHHBIE KJIaCCU(UIIMPOBAHBI U 3AITUIIICHBI?

Bnanensnpel JaHHBIX

ITonp3oBaTenu

AJIMHUHUCTPATOPBI

PykoBonctBo

Uro Takoe npoueaypa?

[TpaBuia UCIOJIB30BaHUS IIPOrPAMMHOTO M aIlllapaTHOTO 00CCIICUCHUS B
KOMITAaHUH

[TorraroBast FHCTPYKIIUS IO BBITIOJHEHUIO 31241

PykoBOACTBO MO NCHCTBUSM B CHTYaIUsX, CBA3aHHBIX C 0€30IMaCHOCTHIO, HO
HE OMMCAHHBIX B CTaHJIapTax

OO0s3areabHble JEUCTBUS

Kaxoii ¢pakrop Hanbonee BaxkeH JiJIsl TOTO, YTOOBI ObITh YBEPEHHBIM B
yCHEenHOM obecredyeHnr 0€30MacHOCTH B KOMIaHUH ?

[Tomnepskka BBICIIETO PYKOBOJICTBA

O dexTuBHBIC 3aMUTHBIC MEPHI K METOIbI MX BHEAPEHUS
AKTyallbHbIE U aJIEKBAaTHBIC MMOJIUTUKH U TIPOIEAYPHI 0€30MaCHOCTH
[IpoBenenue TPEHUHTOB TIO OE30TACHOCTH JIJIsl BCEX COTPYTHUKOB

Korna nenecoo6pa3Ho He IpeInpUHUMATh HUKAKUX AEUCTBUN B OTHOIIIEHUU
BBISIBJIEHHBIX PUCKOB?

Huxkorna. J{ns obecnieuenust Xxoporieit 6€30MacHOCTH HYKHO yUUTBIBATh U
CHWXATh BCE PUCKHU

Korna PUCKHU HC MOI'YT OBITH IMPUHATEI BO BHUMAHHC 10 IMOJIMTHUYCCKUM
13
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COOOpaXKEHUSIM
Korna HeoOXouMbIe 3alIUTHBIE MEPhI CITUIIKOM CJIOXKHBI

KOI‘I[& CTOUMOCTB KOHTPMCP IPCBBIIIACT ICHHOCTDb AKTHUBA U ITIOTCHIHUAJIBHBIC

noTepu

Yro TaKO€E MOJUTUKHU O€30I1aCHOCTH?

[ToraroBeie HHCTPYKIIMH 10 BBIITOJHEHUIO 33/1a4 0€30I1aCHOCTH

OO0mmue pyKoBOISIIUE TPEOOBAHUS 110 JOCTHKEHHIO OIPEICICHHOTO YPOBHS
0e301macHOCTH

[IIupokwe, BEICOKOYPOBHEBBIC 3asBICHHUS PYKOBOCTBA

JleTamu3upoBaHHbIC IOKYMEHTHI 10 00pa00TKe MHIMICHTOB 0€3011aCHOCTH

Kakas u3 npuBe1eHHBIX TEXHUK SIBIISIETCS CaMOM BayKHOMU MPHU BHIOOpE
KOHKPETHBIX 3alIUTHBIX Mep?

AHau3 pucKoB

AHanu3 3aTpat / BHITOJIBI

PesynbraTet ALE

BrisiBneHre ysA3BUMOCTEN U YIpo3, SBIIAIOIIUXCS IPUYUHON PUCKA

Uto sBJISIETCS HAUTYYIIIUM OIMCAHUEM KOJMYECTBEHHOTO aHAJIN3a PUCKOB?
AHanu3, OCHOBaHHbBIN Ha CLICHAPUAX, MPETHA3ZHAYCHHBIN JIJIs1 BHISIBIICHUS
Pa3JIMYHBIX YTPO3 OE30MACHOCTH

Meton, HCTIOIB3YEMBIH JJIs1 TOYHOM OLEHKU MOTEHIUAIBHBIX HOTEPD,
BEPOSITHOCTH MOTEPH U PUCKOB

MeTo, CONOCTaBAAIONINI JICHEKHOE 3HAYCHHE C KaXKIBIM KOMIIOHEHTOM
OLICHKH PHUCKOB

MeToa, OCHOBAaHHBIN Ha CYKACHUSIX U UHTYULIUH

[Touemy KOIMYECTBEHHBIM aHATIU3 PUCKOB B YUCTOM BHU/JI€ HE JOCTUKHUM?
OH IOCTH>XUM U UCIIOIB3YETCS

OH npucBanBaeT ypOBHU KPUTUUYHOCTH. VX CIOKHO NIEPEBECTU B ICHEKHBIN
BHU/I.

DTO0 CBSI3aHO C TOYHOCTHIO KOJTMUECTBEHHBIX DJICMEHTOB

KonnyecTtBeHHbIC N3MEPEHUS TOTKHBI IPUMEHATHCA K KAYECTBEHHBIM
3JIEMEHTaM

Ecnu ucnons3yroTcsi aBTOMaTU3UPOBAHHBIC HHCTPYMEHTHI JIJIs1 aHAJIU3a
PHCKOB, TIOUYEMY BCE paBHO TpeOyeTCs TaK MHOT'O BPEMEHH JIJIsl TPOBECHUS
aHanu3a?

Mmuoro undopmaruu Hy)KHO coOpaTh ¥ BBECTH B IIPOrpamMmy

PykoBOACTBO MOKHO 0JI00PUTH CO3/TAHUE TPYIIIBI

AHanu3 pUCKOB HE MOXKET ObITh aBTOMATH3UPOBAH, YTO CBSI3aHO C CaMOM
MPUPOJON OLCHKHU

MHOX€eCTBO JIt0/IeH T0KHO OJJOOpUTH TaHHbBIE
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18.

19.

Kakoii u3 crieyromunx 3aKOHOIaTEIbHBIX TEPMHUHOB OTHOCHUTCS K KOMIIAHHH
WM Y€JI0BEKY, BBITIOIHSIOIEMY HEOOXOIUMbIC ACUCTBUS, U UCTIOJIB3YETCSI
IS OTIPEICIICHUS 00SI3aTeIIBLCTB?

Crangaptsl

Jomxkubri mporecc (Due process)

Jlomxknas 3a0ota (Due care)

CHWKeHHe 00513aTeIILCTB

Yro takoe CobiT u kak OH OTHOCHTCS K pa3pabOTKe CHCTEM

uH(GOPMaLIMOHHON 6€30M1acCHOCTH U TporpamMm 0e301macHoCTH?

Crucok cTaHAapToOB, TPOLEAYpP U TMOJUTUK s pa3pabOTKU MpPOTrpamMmbl
0e301acHOCTH

Texymas Bepcust 1SO 17799

CtpykTypa, KoTopas Oblia pazpaboTaHa [t CHU)KEHUS! BHYTPEHHETO
MOIIICHHUYECTBA B KOMITAHUSIX

OTKpBITHII CTaHAAPT, ONPEIESISIONINI 1IeTH KOHTPOIIS

N3 xakux yeThipex 1oMeHOB cocTouT COoDbIT?

[TnanupoBanue u Opranuzauus, [Ipuobperenue u Buenpenue,

Okcrutyatanus u CornpoBoxxaenue, Mouutopusr n OneHka

[InannpoBanue n Opranuzanus, [lognepxxka u BHeapenune, JKkcruryaranus

n ConpoBoxaenue, Monutopusr u OueHka

[TnanupoBanue u Opranuzauus, [Ipuodperenue u Buenpenue,
Conpooxaenue u [lokynka, Monntopunr u OneHka

[IpuoOperenue u  Buenpenuwe, Okcrutyatauuss u  ConpoBOXKIEHUE,
Monunrtopunr u OneHka

Yro npencrasnser codoi cranaapt ISO/IEC 277997
CraHzapT Mo 3amuTe MePCOHANBHBIX TJAHHBIX O 3/J0POBbE
Hogsas Bepcus BS 17799

Omnpenenenus 11 HoBou cepuu SO 27000

Hogsas Bepcus NIST 800-60

CobiT 6b11 pazpaboran Ha ocHOBe cTpykTyphl COSO. Uto siBnsieTcs
OCHOBHBIMH IeJIaMH U 3agadyamu COSO?

COSO - 310 MoaX01 K YNPaBJICHUIO PUCKAMU, KOTOPBIN OTHOCHUTCS K
KOHTPOJIbHBIM 00bEKTaM M OM3HEC-TIPOIIECCaM

COSO oTHOCHUTCSI K CTpaTEerH4ecKoMy ypoBHIO, Toraa kak CobiT Gosbiire
HampaBJicH Ha ONCPAMOHHBINA YPOBCHb

COSO yuyuThIBacT KOPIOPATUBHYIO KYJIbTYPY U pa3pabOTKy MOJUTHK
COSO - 310 cucTemMa 0TKa30yCTONYHMBOCTH

OCTAVE, NIST 800-30 u AS/NZS 4360 sBAstOTCS pa3InIHBIMU
MOJIXOJIaMH K peau3alliy YIIPaBJICHUS PUCKaMU B KOMITAHHUSX. B uem

3AKITH0YA0OTCA PA3IUYUs MEXIY ITUMU METOIaMU?
15



A. NIST u OCTAVE sBrsitoTcsi KOpIIOPaTUBHBIMH

B. NIST u OCTAVE opuentupoBan va UT

C.  AS/NZS opuentuposan Ha UT

D. NIST u AS/NZS saBasttoTCs KOPIIOPaTUBHBIMU

20. Kakoii u3 cnenyronmx METOI0B aHaIu3a PUCKOB IMBITACTCS OMPEICIIUTH,
IJie BEpOsATHEE BCETO MPOU30iIeT cOoit?

A.  Ananu3 CBS3YIONIETO JepeBa

B. AS/NZS

C. NIST

D. Amnanus c6oeB u AepeKTOB

MeToanyeckue MarepualJibl, ONpeaeasouue Mpoueaypy OUEeHUBAHUSA 3HAHUM,
YMeHUI, HABBIKOB U (WJIH) ONBITA JEATEJIbHOCTH, XapPaAKTEPU3YIOIIUX 3TAMNbBI
¢GopmupoBanusi KOMIETEHIIMH.

a) Kputepuu oueHuBanus KoMineTeHIu (pe3yaibTaToB).

[Iporpammoii IUCHUIIIIMHEL B LEJAX TPOBEPKU IPOYHOCTH YCBOEHUS MaTepHUalla
peyCcMaTpUBAETCS MPOBEACHUE PAIUYHBIX (POPM KOHTPOJIS:

1. «BX0HOI» KOHTPOJBb OMNpeAeNseT cTeneHb CHOPMHUPOBAHHOCTH 3HAHUM,
YMEHUN U HABBIKOB 00yYarolerocs, HeOOXOAUMBIM [l OCBOCHMS TUCLMIUIMHBI U
NPUOOPETEHHBIM B pE3yIbTaTe OCBOCHHUS MPEAIIECTBYIOMIMX JUCIUTIINH.

2. TemaTuyeckuil KOHTPOJb OINpPEAENSIeT CTENEeHb YCBOCHHUS OO0y4YaroIIMMUCS
KKJOT0 pazzena (TeMbl B LIEJIOM), UX CIIOCOOHOCTH CBSI3aTh YYEOHBI MaTepual ¢
YK€ YCBOCHHBIMU 3HAHUSAMH, TNPOCIEAUTh PA3ZBUTHE, YCIOKHEHUE SIBICHUI,
MOHSTUN, OCHOBHBIX HJICH.

3. MexceccuoHHass aTTecTalysi- PEUTHHIOBBIA KOHTPOJIb 3HAHUM CTYJIEHTOB,
MIPOBOJAUMBIN B CEPEIMHE CEMECTPA.
4, Py6exnort Qopmoil KOHTpOJs sBIAETCS 3adeT. V3ydeHwe NUCIMIUIMHBI

3aBEpIIACTCA 3a4€TOM, IIPOBOJUMBIM B BHAE MNUCBMEHHOIO OIpPOCa C YYETOM
TEKyLIEro PEUTHHIA.

PeliTuHTrOBas OIIEHKA 3HAHUU CTYAEHTOB MMPOBOAUTCS MO CIEAYVIOIIUM KPUTEPUIM:

Bun oniennBaemoii yueOHOM pabOTHI CTyIEHTa Bannel 3a equauily paboTel | MakcumalibHOE
3HaYCHHE
ITocemenue Becex JIEKINU Makc. 5 dajuioB 5
IIpucyTcTBHE Ha BCeX MPAKTUYECKUX 3aHATHUAX Makc. 5 6ayuioB 5
Mmakc. 10 6amos 10

OrneHnBaHre pabOTHl HA CEMHHAPCKHUX, TPAKTHYECKHX,
71a00paTOPHBIX 3aHATHAX
CamocrosiTensHast padoTta Mmakc. 40 6anos 40

Uroro 60
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HesiBka cTyneHTa Ha NpPOMEXKYTOUYHBIM KOHTPOJb B YCTAaHOBIEHHBIA CpOK 0e3
YBO)XKUTEIbHOW NPUYUHBI OLIEHHWBAaeTCs HyJleBbIM Oamnom. IloBTopHas cpada B
TEYEHUE CEMECTPA HE pa3peIacTcs.

JlonoIHUTENBHBIE THA OTYETHOCTH JJI CTYJAEHTOB, IPOIYCTUBIINX KOHTPOJIBHYIO
paboTy 1O  YBWKWUTEIbHOM NPUYMHE, MOATBEPKIACHHOH  JOKYMEHTAJIBHO,
YCTaHaBJIMBAIOTCS MPENOAABATENIEM JIONIOJIHUTEIIBHO.

HtoroBoii popMoit KOHTPOJISI 3HAHUM, YMEHUI W HABBIKOB TIO JAUCIUILUIMHE SBIISCTCS
(3auér).

8. IlepeyeHb OCHOBHOM M  [JONOJHHUTEJIBLHOH Y4YeOHOW JUTEpaTypbl,
HE00X0AMMOM /151 0CBOCHUS AMCUHUILIMHBI.

a)  OCHOBHAas JUTEpaTypa:

1. Cnuupia B.I'. Undopmanimonnas 6€30macHOCTh BRIYMCIUTEIBHOW TEXHUKU
[DnexkTpoHHBIN pecypc]: yuedHoe nocooue/ CrimtbiH B.I'.— DiexTpoH.
TEKCTOBbIE JaHHbIE.— ToMmcK: TOMCKHII rOCy1apCTBEHHBI YHUBEPCUTET CUCTEM
YIPaBJICHUS U pAANOIEKTPOHUKH, b KonTent, 201 1.— 148 c.— Pexum
nocryma: http://www.iprbookshop.ru/13936.html.— 9BC «IPRbooksy»

2. Texuomoruu 3anIuThl HHPOPMAIIUH B KOMITBIOTEPHBIX CETIX [ DNEKTPOHHBIN
pecypc]/ H.A. PyaeHKkoB [u fip.].— DJIEKTPOH. TEKCTOBbIE JaHHbIE.— M.:
Wurtepner-Yuusepcurer Mupopmannonnsix Texnonorui (MHTYUT), 2016.—
368 ¢.— Pexum moctyma:http://www.iprbookshop.ru/73732.html.— 3BC
«IPRbooks»

3. TI'moruna W.M. CpezacrtBa 0e30macHOCTH omeparonHoii cuctemsr Windows
Server 2008 [DnexTpoHHBIN pecypc]: yueOHO-MeToauueckoe nocodue/ I'moruna
N.M.— DnextpoH. TekctoBbie naHHbie.— CapatoB: By3oBckoe o0pa3oBaHme,
2018.— 141 c— Pexum pnocrtyma:http://www.iprbookshop.ru/72538.html.—
9BC «IPRbooks»

0)  JOMOJHUTENbHAS JIUTEpaTypa

1. OcHoBbl HHDOPMALIMOHHONW OE30MTaCHOCTH [DNIEKTPOHHBIN pecypc]: yueOHUK s
CTYACHTOB BY30B, OOydYarolmuxcs IO HampaBieHHIo moarotoBku «IIpaBoBoe
obecrieueHue HanuMoHalbHOUW Oe3omacHoctwy/ B.KO. Porosun [u  nap.].—
OnekTpoH. TekctoBble aaHHble.— M.: IOHUTU-IAHA, 2017.— 287 c.—
Pesxxum noctyna: http://www.iprbookshop.ru/72444.html.— DBC «IPRbooksy

2. Huxkudopos C.H. 3ammura nadopmariuu. 3amura OT BHEITHIUX BTOPKCHHMA
[DnexTponHbIit pecypce]: yuedHnoe nocooue/ Hukudopor C.H.— DnexTpoH.
tekctoBbie JaHHbie.— CI10.: Cankr-IlerepOyprckuii rocyapCTBEHHBIN
apXuTeKTypHO-cTpouTenbHbiil yHuBepcutet, ObC ACB, 2017.— 84 ¢.— Pexum
nocryna: http://www.iprbookshop.ru/74381.html.— SBC «IPRbooks»
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9. Ilepedyensb pecypcoB MH(OPMANMOHHO-TEJIEKOMMYHUKAIIMOHHOI CeTH
«HTEpHEeT», HEOOXOAUMBIX /IJIsl 0CBOEHHSI JUCIHMILIUHBI.

1. eLIBRARY.Ru [ DaexTponnblii pecypc]: anekrpoHHas 6ubauoreka / Hayu.
atekTp. 0- ka.- MOCKBA.1999. - Pexxum noctyna: http//elibrary.ru (nara
obpamenus 15.03.2020). - f3. pyc., anri.

2. Moodle [3nekTpoHHBII pecypc]: cuCTeMa BUPTyallbHOIO 00y4YeHMsI:[0a3a
nannbix | / Jlar.roc.yuuBep. - Maxaukana, - Jloctyn u3 cetu 'Y wnm, nocne
pPETHCTpAIliU U3 CETH YH-TA, U3 JIFOOOW TOYKH, UMEIOIICH TOCTYN B HHTEPHET. -
URL.: http: //moodl.dgu.ru. (nara oopamenus 22.01.20).

3. Omnextpounnsii katajgor Hb JII'Y Ru [ DnexTponHsiii pecypc]: 6a3a naHHbIX
COJICPKUT CBEACHUS O BCEX BHUJIAX JUT., noctynaromux B houa Hb JIT'Y /
Jlarectanckuii Toc.yHuB. - Maxaukana. - 2010. - Pexxum noctymna:
http//elib.dgu.ru. cBoGoaHsbIit (1aTa oopamienus 11.03.2020)

4. Hamuonansueiii OTkpbIThIN YHUBepcuTeTe « AHTYUTY [ DnekTpoHHBIM
pecypce]: -www.intuit.ru (mara oopamenus 12.03.2020)

10. MeTtoauyeckne yKa3aHus JJisl 00y4alOUIUXCsl IO OCBOEHHUIO TUCUMIIIHHBI.

K coBpemeHHOMY chenuanucTy OOIIECTBO HPEAbSBISIET JOCTaTOYHO ILIUPOKUN
nepedyeHb TpeOOBaHUM, CPEIN KOTOPHIX HEMAJIOBAXXHOE 3HAYEHUE MMEET HAIMYHUE Y
BBIITYCKHUKOB ONPEIEIEHHBIX CIOCOOHOCTEN M yMEHHUSI CaMOCTOSITEIbHO J0OBIBAThH
3HAHMS U3 Pa3IUYHBIX UICTOYHUKOB, CHCTEMATU3UPOBATH MOJYYEHHYIO0 HH(POPMALIHIO,
JaBaTh OLIEHKY KOHKpETHOH (prHaHcoBo cutyauuu. @opMupoBaHue TaKOro yMEHHUS
MPOUCXOJUT B TEUEHHUE BCEro Nepuoja OOy4YEeHHs 4Yepe3 y4dacTHE CTYJIEHTOB B
MIPAKTUYECKUX 3aHATUAX, BBIIIOJIHEHNE KOHTPOJBHBIX 33JJaHU U TECTOB, HAITMCAHUE
KYPCOBBIX U BBIMYCKHBIX KBaJIM(PHUKAUMOHHBIX paboT. IIpum 3TOM camocrosiTenbHas
paboTa CTYAEHTOB UI'PAET PEILIAIOIIYIO POJIb B XO/I€ BCET0 y4eOHOr o mpolecca.

CoBeTnbl 1O INIAHUPOBAHUIKO U OpPraHu3alli BPEMECHH, HCOﬁXOI[I/IMOFO AJIA
U3Yy4YCHUA TUCHHUILIIUHBI.

Pexomennmyercsi criemyronmM o0pa3oM OpraHU30BaTh BpeMsi, HEOOXOAUMOE JIs
V3YYEHUS TUCUUTIINHBI:

N3ydeHne KOHCIIEKTa JICKIIMU B TOT JK€ JIeHb, Mmocie jJekiuuu - 10-15 MunyT.
N3yueHne KOHCIIEKTa JICKIIMH 3a JIeHb Mepe ciaeayromei gekmuueit - 10-15 munyT.
N3ydeHne TeopeTHYeCcKoro MaTepuaia o yueOHUKY M KOHCIIEKTY - 1 4ac B HEJemto.
[ToaroroBka K mMpakTUYECKOMY 3aHSTHIO - 2 Yaca.

Bcero B Henento - 3 yaca 25 MUHYT.

OnucaHue M0CAeA0BATEIBHOCTH AEHCTBUM CTYACHTA ((CLHEHAPUI U3YYeHH S
AMCUHUILUIMHBD).

HpI/I N3Y4YCHUHN IUCLHUILIINHBI HCO6XOI[I/IMO HC TOJIBKO BBIIOJHATH ITPAKTUYCCKHUC

3a1aHUSA 110 IPEAMETY, HO U PETYJISIPHO U3y4aTh TEOPETUYECKUM MaTEepUall.
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1. Tlocme mpociaymMBaHWs JIEKIIMM ¥ OKOHYAHUS Y4YEOHBIX 3aHATHHA, MIPHU
MOJITOTOBKE K TMPAKTUYECKUM 3aHITHSIM, HYKHO CHadajla TPOCMOTPETh H
00yMaTh TEKCT JISKIIUH, IpocTyIranHoi ceroans (10-15 MuHyT).

2. llpu TOATOTOBKE K JEKIWUW CIEAYIOMEro JHs, HYXHO IMPOCMOTPETh TEKCT
IPEIBIIYINeH JeKINH, MOAyMaTh O TOM, Kakas MOXET ObITh TeMa CIeIyIOIIeH
nekruu (10-15 MunHyT).

3. Jns BbmmonHeHUs gabopaTopHO paboThl HeoOXoaumo: M3yuuth ydeOHBIC
MaTepHuaibl, TMPEACTABICHHBIC B TMPE3CHTANMSIX, BBIMOIHUTH MPEIIOKCHHBIC
npenoaaBaTesieM 3aJaHusl.

[Ipu BBINOJHEHUY YIIPAXKHEHUS WM 33Ja4M HY>KHO CHaJaja IOHATbh, YTO TPeOyeTcs B
3a/laye, KaKoil TEOPETUYECKH MaTepHall HYy’KHO HCIIOJIb30BaTh, BHIOPATH alrOPUTM
pemeHus 3anaun. [lanee HEOOXOIMMO HANMKUCATh IIPOrPaMMy, MPOBECTH €€ OTIIAJKY.
JUis  ucmpaBlieHUsT CHUHTAaKCMYECKHMX OIIMOOK HEOOXOAMMO oOOpaTutbes K
TEOPETUUYECKOMY MaTepuaiay B JIeKUUAX, yuyeOHukax. Ilpu nanpHeimen otTiaake
IporpaMMbl HEOOXOAMMO TI0JIb30BaThCsl JTMOO BCTPOEHHBIMU CPEACTBAMH, JIMOO
BCTaBJATh B NPOrpaMMy JOIOJIHUTEIBHBIE ONEPATOPHI BBIBOJA I BO3MOXXHOCTHU
OTCJIE)KMBAHUS TOJIYUYEHHBIX 3HAYEHUHM W JIOKaJIMW3allud BO3MOXKHOW omuoOku. s
IPOBEPKU MPABHIBHOCTH PabOThI MIPOrpaMMbl HEOOXOAUMO COCTAaBUTh JAOCTATOYHOE
KOJIMYECTBO TECTOBBIX 3a/IaHUM.

PexkomMeHaanuu 1m0 MCHOJB30BAHUI0O MATEPHAIOB Y4eOHO-METOAUYECKOI0
KOMILJIEKCA.

Pexomennyercs MCIIOJIb30BaTh METONYECKUE yKa3aHHUs 1o Kypcy
IPOrpaMMUPOBAHMS, TEKCT JIEKIMIA NpenogaBaTeis (€CIM OH UMEETCs), MPE3eHTALUH
jaexkuuii. PexkoMeHayeTcss UCHoJIb30BaTh  AJEKTPOHHBIE  YUEOHO-METOIUYECKUE
nocoOus 0 MPOTPaMMHUPOBAHUI0, UMEIOIIHECS Ha (haKyIbTETCKOM CEpBeEpE.

Pexomenaanuu nmo padore ¢ auTepaTypo.

Teopetnueckuil  marepuall Kypca CTaHOBUTCA Oosiee  TOHSTHBIM,  KOI/a
JIOTIOJIHUTENBHO K MPOCIYUIMBAHUIO JIEKUUU U M3YyYEHUIO KOHCIIEKTA, U3y4yaloTCs U
yu4eOHUKM 1O mporpaMMmupoBaHuio. HeoOxonumass nureparypa uMeeTcss Kak B
OubnnoTeke, Tak U B KaOMHETe MaTeMaTUKH. Takke MO JAaHHOMY KypCy HMeeTcs
JI0OCTaTOYHO MHOTO Yy4YeOHBIX MaTepHalioB B JJIEKTPOHHOM Buue. [Ipu pabore ¢
JUTEPaTypO MOJIE3HO OJTHOBPEMEHHO YUTATh YYCOHUKU HECKOJIBKUX aBTOPOB, MTOCIIE
OPOYTCHHUS HEOOXOAMMO BBIMIOJHUTH HECKONBKO 3aJaHU MW yIpaKHEHHH
CaMOCTOSITENILHO, YTOOBI OIICHUThH CTETICHh YCBOCHHSI MaTepHaa.

CoBeTbl 110 MOATOTOBKE K IK3aMeHY.

JIOMOMTHUTENPHO K WM3YyYCHHUIO KOHCIIEKTOB JIEKIIMM HEOOXOJUMO TIOJh30BaThCS
JTO0BIM  PEKOMEHIOBAaHHBIM YYEOHHKOM 10 TporpammupoBanuio. Heobxomumo
MOBTOPUTH METOJIbI PEIIEHUsI PA3JIMYHBIX 3a7a4, CAMOCTOSITEIHPHO PEUIUTh YacTh U3
HUX. BHUMATEIhHO 03HAKOMUTHCS C IPUMEPAMHU TECTOBBIX 33/IaHUN.
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Ykazanusa 1o opraHu3anuu  padorbl € KOHTPOJbHO-H3MEPHUTEJIbHBIMH
MaTepHaJIaMu, 110 BHITNIOJTHEHHIO TOMALHUX 3aJaHMIA.

[Tpu BBINONHEHHMN JOMAIIHUX 3aJaHUM HEOOXOAMMO CHayasia MPOYUTATh OCHOBHBIE
HOHSATHSA U TEOpPEMBI 10 TeMe 3aaaHusi. [Ipyu BbINONHEHNN 3a/laHusl HY)KHO CHaJala
HOHATh, 4YTO TpeOyeTrcd B 3aJaye, KaKOW TEOPETHMUECKUH MaTepuan HyXKHO
UCIIOJIb30BATh, BBIOpATh aJITOPUTM pelieHus 3aJauH, HOTIBITAThCS
3arporpaMMHpoBaTh. Eciiu 3TO HE Jano pe3ysibTaToB, U HEOOXOAWMO PaccMOTPETh
pelieHre NMoJ00HBIX 3a/Jad, W MOCIE 3TOro MOnpoO0OBaTh PEMIMTH MPEMIOKEHHYIO
3aJ1ayy CaMOCTOSITENBHO.

11. IlepeyeHb  HH(POPMALMOHHBLIX  TEXHOJOIHMi, HCHOJb3YeMbIX  IPH
OCyLIEeCTBJICHUM 00Pa30BATEJILHOIO Ipouecca 1mo AUCHHUINIMHE, BKJIIOYas
nepevYeHb MPOrPaMMHOrO odecrniedyeHUsl U HHPOPMANMOHHBIX CIIPABOYHBIX
CHCTEM.

1. KommbroTepHbIe KJIACChl ¢ HAOOPOM JIMIIECH3MOHHOTO 0a30BOTO IMPOrPaMMHOIO
oOecreyeHUs )11 IPOBEICHUS J1Ta0OPaTOPHBIX 3aHATHH;

2. Microsoft Visual Studio (wnmm CodeBloc) nmist BbeimonHeHUs 1a00paTOPHBIX
3aJlaHuN

3. JlekimoHHass ~ MyJAbTHMEIWMHAS  ayAUTOPUS I YTCHHSA  JICKIMA ¢
UCIIOIb30BAHUEM MYJIBTUMEIUNHBIX MaTCPUATIOB.

12. Onucanue MaTepUaIbHO-TEXHUYECKOI 0a3bl, HEOOXOAMMO A5
OCyLIeCTBJICHHS] 00Pa30BaTEJIbLHOI0 MPOLECCa 10 AUCHHILIMHE.

[Ipyn ocBOCHMM JUCIUTUIMHBI JJIS BBITOJTHCHHS JIA0OPATOPHBIX PabOT HEOOXOIUMBI
KJIaCChl TIEPCOHAJBLHBIX KOMITBIOTEPOB CO CpelaMu IporpaMMHpoBaHus. s
MPOBEJICHUS JICKITMOHHBIX 3aHSATHM, HEOOXOIUMa MYJIbTHUMEIUNHAS ayJUTOPHS C
Ha0OPOM JIMIIEH3UOHHOTO 0a30BOTO MTPOTPAMMHOTO 00ECTICUCHUSI.

JleKIIMOHHBIE 3aHATHSA

. BuneomnpoekTop, HOyTOYK, Mpe3eHTaTOp
. [Tonkmouenue k cetn UHaTEpHET
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